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Fort Paso a Paso

Validador FORT
Validador RPKI
más
Servidor RTR

Imagen extraída de https://nicmx.github.io/FORT-validator/intro-fort.html



RECETA
FRR

PASO 1
Instalar Dependencias
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Instalar Librerias
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Habilitar Demonios
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Instalar FRR RPKI
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FRR EN CENTOS7

Receta

INSTALAR DEPENDENCIAS
yum install pcre-devel
yum install libssh
yum install libssh-devel
yum install c-ares
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INSTALAR LIBRERIAS
Libyang
wget https://ci1.netdef.org/browse/LIBYANG-YANGRELEASE-
10/artifact/shared/CentOS-7-x86_64-Packages/
rpm -iUv libyang-0.16.111-0.x86_64.rpm
rpm -iUv libyang-devel-0.16.111-0.x86_64.rpm
Librtr
wget https://ci1.netdef.org/browse/RPKI-RTRLIB-110/artifact/shared/CentOS-7-
x86_64-Packages/
rpm -iUv librtr-0.7.0-1.el7.centos.x86_64.rpm
rpm -iUv librtr-devel-0.7.0-1.el7.centos.x86_64.rpm

INSTALAR FRR RPKI
wget https://github.com/FRRouting/frr/releases/tag/frr-
7.2/frr-7.2RPKI-01.el7.centos.x86_64.rpm 
rpm -iUv frr-7.2RPKI-01.el7.centos.x86_64.rpm



FRR EN CENTOS7

Receta

MODIFICAR ARCHIVO DAEMON
nano /etc/frr/daemons

bgpd=yes
ospfd=yes
ospf6d=yes
bgpd_options="   -A 127.0.0.1 -M rpki"
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INICIAR SERVICIO
systemctl daemon-reload
systemctl enable frr
systemctl start frr



RECETA
FORT

PASO 1
Instalar Dependencias

PASO 2
Instalar OpenSSL

PASO 4
Instalar FORT

PASO 3
Instalar GCC

PASO 5
Iniciar FORT

Fort Paso a Paso



FORT V1.3.0 CENTOS7

Receta

INSTALAR DEPENDENCIAS
yum install autoconf automake git jansson-devel pkgconfig rsync libcurl-
devel libxml2-devel make pkgconfig rsync tar wget
yum groupinstall "Development Tools"
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INSTALAR OPENSSL
curl https://www.openssl.org/source/openssl-1.1.0k.tar.gz | tar xvz
cd openssl-1.1.0k
./config --prefix=/usr/local --openssldir=/usr/local/openssl
make
sudo make install
sudo mv libcrypto.so.1.1 libssl.so.1.1 /usr/lib64/
sudo ln -sfn /usr/local/bin/openssl /usr/bin/openssl

INSTALAR GCC
Versión igual o superior a 4.9
sudo yum install  devtoolset-8-gcc
sudo yum install centos-release-scl epel-release openssl11-devel



INSTALAR FORT
scl enable devtoolset-8 bash
cd ~
wget https://github.com/NICMx/FORT-
validator/releases/download/v1.3.0/fort-1.3.0.tar.gz
tar xvzf fort-1.3.0.tar.gz
cd fort-1.3.0/
Insertar flags de la nueva versión de OpenSSL
export CFLAGS+=" $(pkg-config --cflags openssl11)" LDFLAGS+="
$(pkg-config --libs openssl11)"
./configure
make
sudo make install
Cerrar la sesión de “devtoolset”
exitFORT V1.3.0 CENTOS7

Receta
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/root/fort-1.3.0/examples/tal

afrinic.tal  apnic.tal    lacnic.tal  ripe.tal
https://www.arin.net/resources/manage/rpki/tal/

arin.tal



FORT V1.3.0 CENTOS7

Receta

INICIAR FORT
nano /etc/systemd/system/fort.service

[Unit]
Description=FORT
[Service]
Type=simple
ExecStart=/usr/local/bin/fort --mode server --tal /root/fort-
1.3.0/examples/tal/ --local-repository /tmp/fort/repository --
server.address 200.1.123.151 --server.port 323
[Install]
WantedBy=multi-user.target

systemctl enable fort
systemctl start fort

Fo
rt

 P
as

o 
a 

P
as

o



Fort Paso a Paso

Receta
FORT V1.3.0
CENTOS7

Captura de tráfico
Observando encabezado IP y TCP al
 iniciar proceso Fort
tshark -i any port rsync -V



INICIAR RPKI
Entrar al router
#vtysh
Configurar Servidor RPKI
#config term
(config)#rpki
(config-rpki)#rpki cache 200.1.123.151 323 preference 1
Iniciar RPKI
#rpki start

RPKI

Receta
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Fort Paso a Paso

Configurar Route-map
R1#config term
R1(config)# route-map RPKI1 permit 10
R1(config-route-map)# match rpki valid

Configurar vecino BGP
R1#config term
R1(config)# router bgp 65501
R1(config-router)# neighbor 200.16.114.23 remote-as 27678

Aplicar Route-map a vecino BGP
R1(config-router)# address-family ipv4 unicast
R1(config-router-af)# neighbor 200.16.114.23 route-map
RPKI1 in

RPKI

Pruebas



Fort Paso a Paso

RPKI

Pruebas

Rutas Recibidas después de aplicar
Route Map

Rutas Recibidas antes de aplicar
Route Map



Fort Paso a Paso

nano /etc/nagios/objects/services/sistemas-t1.cfg

define service{
use                             generic-service,graphed-service
host_name                       sistemas-t1
service_description             FORT
is_volatile                     0
check_period                    24x7
max_check_attempts              3
normal_check_interval           2
retry_check_interval            1
contact_groups                  
notification_interval           240
notification_period             24x7
notification_options            w,u,c,r
check_command                   check_remote!check_fort
active_checks_enabled 1
}

EN NAGIOSMonitoreo con
Nagios

nano /etc/nagios/nrpe.cfg

command[check_fort]=/usr/lib64/nagios/plu
gins/check_procs -C fort -c @0:0

EN SERVIDOR



Fort Paso a Paso

Monitoreo con
Nagios



FORT PASO A PASO

¡GRACIAS!

CELSA SÁNCHEZ
csanchez@nic.cl
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